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Letter from the Editor: February 2017
“Cell phones are so convenient
that they’re an inconvenience.”
- Haruki Murakami

We’ve certainly entered a new age of mobility. The iPhone turns a decade
old in just a few months. RIM’s first BlackBerry that was actually a phone
(rather than just a two-way pager) was released close to 15 years ago.
And the IBM Simon, considered by many to be the first smartphone, was
released over twenty-two years ago. It was certainly the first thing I saw
that was anything like a smartphone. I didn’t even own a cell phone in
1994, so the device was practically mystical to my eyes.
My first thought was… “who on Earth would ever need something like that?” Which was also pretty much my
reaction the first time I saw an iPad or heard about connected-home appliances. Every step felt like a fad. It was
the stuff of science fiction, but we’d seen that sort of technology come into being, suffer from lack of interest and
prohibitive expense, and then fade away.
Take video phones, for example. Every 80s sci-fi flick, from RoboCop to Back to the Future (Part II, of course)
featured videophones. After many fits and starts, I was convinced that they were too impractical to ever be a real
thing. And now I FaceTime with family on a near-daily basis. And so it goes.
As the evolution of mobile networks, devices and, in fact, lifestyles continue to unfurl. How will CSPs and endusers adjust? What’s next for wireless?
In this issue of Pipeline, we explore the latest in mobile technology. We discuss 5G, examine topics related to
security, dive into analytics, and take a look at how the latest trends in mobile are erasing the distinction between
life and technology. We cast our Vendor Spotlight on Subex, and we also bring you an A-Z guide for one of the
largest tradeshows on Earth, Mobile World Congress 2017. All that, plus much more news and opinion that
affects the ICE technology space.
Enjoy.

Tim Young

Editor-in-Chief
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Vendor Spotlight: Subex
By Scott St. John

If you haven’t looked at Subex recently, it’s worth taking a
look at them now.

Subex has emerged from a period of major rejuvenation;
shedding all its debt and strengthening its robust
portfolio – including an increased focus on driving new
business models, enhancing the customer experience
and optimizing the enterprise – with higher operational
visibility into revenues and renewed commitment to
6
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creating shareholder wealth. More importantly, it’s doing
this to leverage its key assets to help their customers better
contend with digital transformation.
While the company has many well-defined product areas,
it has found that its customers require increasingly custom
solutions and it has started to evolve to meet their needs.
This is, apparently, being well received with its services
revenue nearly doubling in the last year alone.

Historically, you may think of Subex as the OSS/BSS
company powered by the ROC® (Revenue Operations
Center) suite. The ROC suite encompasses revenue
assurance, fraud management, asset assurance, capacity
management, data integrity management, credit risk
management, cost management, route optimization and
partner settlement areas. Subex today is a vibrant, debtfree company with a bright future built upon the company’s
underlying core principles of people, technology and
customers. These three pillars are poised to support them
through the foreseeable future, as the market shifts into key
areas of digital transformation. Key areas that just happen
to be in the direct path of Subex.

Subexians: The People
For a brief period seemingly long ago, I was a proud
“Subexian,” a term the company uses to describe its staff.
While serving on the board at Pipeline, I also was engaged
to help Subex craft and hone its global marketing strategy.
During this time, I got to experience firsthand what it meant
to be a Subexian and I can tell you people and, more
specifically, creating a strong company culture is integral
to the Subex fabric.

For years, Subex has been researching IoT
threats by planting vulnerable devices,
called “honey pots” around the world
to gather information and record threat
types and patterns.

players in the space may not have the extensive domain
expertise or depth of product knowledge. By leveraging its
own people to deliver its services and products Subex is
striving to better serve its customers who benefit by shorter
deployment cycles, deriving more value out of its products,
and cultivating a stronger partnership with Subex.

Solutions: The Technology
If I were to summarize Subex’s portfolio of solutions and
what they do, I would define that in three essential areas:

That same principle still rings true today. In fact, over 10
percent of Subexians have a tenure of over 10 years with
the company; which provides a remarkable knowledge
trust. Subex also says it’s seeing a high degree of former
Subexians returning to their workforce, strengthening
the company’s rich technical and cultural base. But high
retention rates can also sometimes lead to stagnation.
Subex offsets this risk by investing heavily in new talent,
with 85 percent of its staff being comprised of tech-savvy
Millennials, and motivates them with new technology
areas such as machine learning. It’s this blend of old and
new – and product and people – that is preparing Subex
for what’s ahead and allows them to leverage their core
expertise around new and exciting development areas.

• Drive New Business Models: Pivot offerings around
revenue, open new revenue streams in emerging
business areas and allied services, leverage the partner
ecosystem

Subex is also leveraging its staff to focus more heavily on
solutions and services. This illustrates a fundamental shift
from being a product-focused company to being a trusted
and long-term business solution provider to its customers.
This demonstrates a renewed commitment to its customers’
success and differentiates them from some of the other
players in this space. Because of Subex’s deep customer
and product installbase, it has the technology, products,
and referenceable deployment scenarios to support their
services offering. This specific domain expertise, coupled
with its internal knowledge trust within its people, makes
their solutions and services offering fairly unique. Other large

Today, Subex is leveraging its domain expertise in these
areas to focus on newer offerings specifically related to
Partner Management, Mitigating Risk and Big Data and
Advanced Analytics. These areas all had a significant role
in the traditional telco, but this has an even more important
role in a digital service provider.

• Enhance customer experience: Retain existing
customers and acquire new customers using analytics,
leverage business insights to better understand
customer behaviour for deeper engagement
• Optimize enterprise: Enable operational excellence
by focusing on maximizing revenue and mitigating
business risks, ensure year-over-year cost savings to
make investments for the future

Partner management
Operators are quickly realizing they have no choice but
to transform into a digital service provider to make up for
losses in traditional voice and messaging revenues. As
www.pipelinepub.com | Mobile Everything | 7

It warrants underscoring the enormous
effort that was required to put them
in this position, both technically and
operationally.

signify a potential threat. For years, the company has been
researching IoT threats by planting vulnerable devices,
called “honey pots” around the world to gather information
and record threat types and patterns. This research has
been compiled into a extensive library that can be leveraged
in virtually any infrastructure environment. Subex has
incorporated this into their fraud detection technology to
provide its customers with tools to ensure, as the multitude
of devices come online, their network and their business
will be secure.

Big Data and Analytics
they transform to try to capitalize on new digital service
offerings, the ecosystem gets exponentially more complex.
Partner management and revenue management become
a business imperative. Whether operators are trying to
compete directly with OTT or launch their own contentrich services, they are going to need a solution that can
profitably manage those expansive relationships. Video
for example, which integral to any digital service offering,
is complex enough. Add mobile gaming, news, real-time
event coverage and other content and smart devices into to
the mix and the complexity quickly starts to explode. Subex
has adapted its technology to keep up with the complex
partner ecosystem so its customers can focus on building
their business.

Security and risk
Similarly, protecting against fraud and risk becomes
paramount as operators transform. Subex has core
expertise in identify risks and mitigating them. Again, this
has applicability in the traditional telco environment; but, as
operators transform and billions of new devices come on
line, the need to proactively identify and eliminate threats
is critical.
With everything from home pacemakers to video cameras
being vulnerable to attack, the threat is real and the threat
is now. In the U.S., a sophisticated IoT-based DDoS attack
against ISP Dyn, leveraging tens of millions of hacked
video cameras, took down the internet across the East
Coast and notable sites such as Amazon, PayPal, Netflix,
and Twitter. In the U.K., a massive cyberattack against the
ISP TalkTalk led to a reported loss of one hundred thousand
customers at an estimated cost of 60 million pounds.
To help its customers identify and prevent threats like
these, Subex has leveraged their expertise in both the
fraud management and network discovery areas to scan
networks for both behavioral and dormant indicators that
8
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These new digital devices, services and lifestyle customers
both consume and produce a tremendous amount of data.
Subex has been investing heavily in analytics for some time
to provide consumable insights to key constituents within
operator organizations for better and faster decision making.
Each department or team within the operator environment
has unique data requirements and Subex is enabling that
data to be uniquely modeled and create actionable insights
and activities relative to their needs. Through interactive
storyboards which can be consumed by executives at
multiple levels, Subex is democratizing the data so that it
can be shared and presented to each stakeholder per their
unique requirements. It is also focused on providing agility
so those models can be quickly deployed and adapted as
the reporting requirements change. And by combining this
with its discovery capabilities, there is virtually no limit to
what information can be modeled or how it is presented.
But Subex is going beyond the revenue and device data
by understanding social interactions and the communities
these new digital lifestyle customers possess.

Customers
Subex serves operators worldwide who are feeling the
pressure to transform. Revenue from legacy services, such
as voice and SMS, have been all but decimated by OTT
competition and that’s driving their customers to rethink
their offerings and re-position themselves as digital lifestyle
enablers. Subex customers are enabling and monetizing
digital services to better compete and attempt to disrupt
an already turbulent marketplace.
There are two sides to this transformation: the first being
achieving operational efficiencies by leveraging digital
strategies within the operator and the second being the
digital service offering promoted to the market to drive
revenue and higher profitability from new digital service
streams. The digital service providers who are focusing
on new service revenue can be separated into two distinct

groups: one first that partners with OTT providers to gain
a share of the revenues and the other – typically in larger
markets – where they are developing their own digital
platform for news, music, video, messaging and other
digital services to compete with OTT head on.

assurance can be used for creating competitive advantage
by providing superior customer experience. Subex is
putting its people and products to work for its customer
to help them thrive through their digital transformation
process to disrupt the market.

For example in India there is the latest entrant of the digital
lifestyle service provider who is planning to flip the game
through its digital service offerings. It is betting big on data
consumption, and has plans to offer a full suite of apps and
rich content to enable a digital experience to its customers.
This player would like to combine products, services,
infrastructure, people and processes to provide a platform
for consumers and partners to do digital business. In this
game-changing business model, customer experience is
the key differentiator. Subex believes that “real-time revenue
assurance” can make it happen as it brings transparency to
consumers and help customers understand how their data
is charged and hence make them feel more comfortable
around operator’s products and services. Traditionally,
revenue assurance is used for preventing revenue leakage
for traditional voice and data services. But as telecom
service providers embrace digital business model, revenue

The Future Looks Bright for Subex
Whether its IoT device security, partner revenue
management, big data and business insights, customer
experience management, or digital transformation; Subex
is in the direct path of the biggest challenges facing its
customers to help them on their journey. It may be early as
their own transformation is relatively new, but Subex seems
well poised to capitalize on what’s ahead. It warrants
underscoring the enormous effort that was required to put
them in this position, both technically and operationally.
Subex today is a new company built upon its core strengths
– its people, products, and customers – to address the
needs of the market now and well into the future. If you
haven’t taken a look at them recently, it’s definitely worth
taking a look at them now.
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Multi-Dimmensional Analytics:

Why Real-Time is Critical
By Scott St. John

Software Defined Networks (SDN) and Network Function

Virtualization (NFV) promise to dramatically lower both
CAPEX and OPEX for Communications Service Providers
(CSPs), while at the same time providing their customers with
new, innovative services faster and more reliably. Any one of
these benefits would be a tall order to fulfill. Addressing all
of them, at the same time, is clearly a challenge; especially
if the CSP is still relying on traditional methods.
To address this opportunity, forward thinking service
providers are automating as much of their back-office
as possible. Traditionally complex and time consuming
10 | Pipeline | February • 2017 • Vol 13 • Issue 8

functions like network optimization, network element
configuration, service provisioning and troubleshooting can
now being done with little or no human intervention. The
key to unlocking this potential is an analytics solution that
provides the system with the right information at the right
time.

It’s not just about the network any more
To achieve these lofty goals, service providers need to focus
on three aspects of their business: customers, services
and network. While managing each of these in isolation is

In our multi-dimensional analytics
model the analytics engine must be
able to prioritize all the KPIs from the
different dimensions to understand the
true root cause and recommend the
appropriate action.

network to something short-lived but highly visible, such as
a major social media event, like the Super Bowl, which can
drive enormous amounts of traffic instantaneously. Demand
changes can also be periodic in nature, like daytime versus
nighttime demand or weekday versus weekend demand.
While not addressing these types of issues will eventually
lead to lower QoE, and, therefore, customer churn, the KPIs
associated with demand changes do not, typically, need
to be real-time. On the other hand, addressing failures in
the network absolutely requires real-time KPIs, both for the
detection of the failure and the assessment of the fix. The
industry norm for 50 mSec recovery from a failure remains
a necessity, even in the virtual world.

Closing the loop
possible, it will likely not bring about the desired outcome.
Optimizing the entire solution is a more complex, multidimensional problem involving trade-offs between these
three concerns so that the best overall outcome is achieved.
For customers, the CSP needs to focus on Quality of
Experience (QoE) metrics such as throughput, latency
and packet loss. If the customer is not happy with their
experience, then they are more likely to leave. Customer
churn impacts not only revenue. Landing or replacing
customers represents a significant cost to the business as
well. Issues in the network impacting customer QoE can
have immediate and lasting repercussions. Ideally these
issues need to be uncovered and dealt with before the
customer notices. Real-time or near real-time KPIs are a
must for managing customer QoE.
For services, SDN and NFV have enabled a DevOps
approach to introducing new services to customers,
where services can be created and deployed in hours or
days rather than months. This ability is expected to drive
significant innovation and competition for CSPs. At the
same time, customers will still expect these new services to
perform flawlessly from the outset. Being able to generate
service level KPIs, such as dropped calls, authentication
failures, and key resource exhaust is critical for managing
the introduction and ongoing support for these services,
otherwise customer QoE will suffer and customer churn will
result. Consequently, these KPIs must also be real-time or
near real-time.
For the network, there are two primary needs: addressing
changes in the demand on the network and addressing
failures within the network. Issues involving changes in
demand can be as simple as the introduction of a new,
popular service which drives additional traffic through the

If automation is the key to unlocking the value of SDN
and NFV-based networks, then feedback is the key to
automation. Automation works as a closed loop control
system, continually generating Key Performance Indicators
(KPIs) from the network, comparing these indicators to
reference values and adjusting the network to compensate
for differences between the reference and actual values.
There are five major building blocks in this closed-loop
system:
1. Collection: Gather data from the network to evaluate
performance.
Must include customer experience
metrics, service data, network data and external event
data;
2. Modeling: Managing reference models of the network
and all services, including rules to detect when the
actual network and the reference models are not
aligned;
3. Analysis: The engine that takes in the real-time and
historical multi-dimensional KPIs (customer, service,
network) to compare against the reference models to
predict service issues;
4. Advisement: Developing recommendations for changes
to be made to the network to address predicted service
issues; and
5. Adjustment:
Making
the
accepted
change
recommendations to the network. In the SDN/NFV
network, this is the role of the Orchestrator.
As you might expect, the frequency at which this control
loop operates can have a significant impact on the intended
www.pipelinepub.com | Mobile Everything | 11

result. Imagine if this loop only operated once a day, which
is essentially the way network operations work in traditional
networks – gather data, generate reports, analyze the
reports daily. At this rate, it may take days to detect and fix a
service issue! Speeding up this loop, through the gathering
of real-time KPIs fed into an analytics engine to produce
recommended changes which can then be acted upon by
the orchestrator will clearly improve the time to detect and
correct, hopefully to the point where the customer doesn’t
even notice the issue.
However, this speed needs to be managed properly or else
the system runs the risk of becoming unstable. Consider a
hypothetical system where service KPIs are generated every
1 mSec and fed to an analytics engine which generates
recommendations every 10 mSec. These recommendations
then get fed to the Orchestrator which issues prioritized
changes every 10 mSec and those might take 5 mSec
to be implemented. This means that the length of time it
takes from detecting an issue to implementing the change
may be as much as 26mSec. In that time, our hypothetical
system has generated 26 new KPI values along with 2 more
recommendations for changes and 2 more sets of changes
implemented. In a worst-case scenario, the orchestrator
may push up to 2 additional requests for resources to the
network before seeing the impact of the first request. This
would then require additional changes to take back some of
the additional resources leading to an inefficient use of the
network resources.
But equally important is the task of understanding which
information to act upon first. In our multi-dimensional
analytics model, with customer service and network KPIs,
the analytics engine must be able to prioritize all the KPIs
from the different dimensions to understand the true root
cause and recommend the appropriate action. A failure
in the network of a key piece of equipment may lead to
degraded KPIs for a set of specific services, which may in
turn lead to degraded KPIs for certain customers. While
it might, on the surface, appear that the right thing to
do would be to modify each of the impacted services, it
would, in fact, be more appropriate to modify the network
itself to deal with the outage; for example, spin up a new
virtual router or move certain VNFs to another server or
data center. If the analytics engine does not have real-time
visibility to the customer, service and network KPIs, then it
is likely to produce inappropriate recommendations to the
orchestrator.
As Service Providers continue to be driven to reduce OPEX,
become more service agile and provide their customers
with the highest QoE possible, and all at a scale that will
12 | Pipeline | February • 2017 • Vol 13 • Issue 8

drive growth and innovation, the role of automation driven
by Real-Time, Multi-Dimensional Analytics becomes
the critical piece of this puzzle. Having access to the
right information at the right time means better decisions
are being made, fewer resources are being used, and
customers are getting what they purchased.

The A-Z’s of
Mobile World Congress 2017
By Scott St. John

The industry is preparing for one of its largest pilgrimages

as over one hundred thousand people plan to converge
on Barcelona, Spain for Mobile World Congress 2017.
Expectations are mounting as attendees, exhibitors, and
speakers wait in anticipation to see, hear and present the
latest industry advancements.
Pipeline asked some of the exhibiting companies it works
with regularly to tell us what they will be showcasing at
MWC 2017. We received a tremendous response and, if it’s

any indication of this year’s event, we are all in for a great
show.
The solutions on display this year span ways to optimize
LTE, 4G, and 5G wireless networks; increase network
capacity; leverage data lakes and artificial intelligence;
virtualize networks; improve customers’ experience;
expand coverage with small cells and Wi-Fi; and capitalize
on the digital economy and internet of things (IoT) – just to
name a few.
www.pipelinepub.com | Mobile Everything | 13

As you prepare, we’ve put together this handy A-Z guide
to help you plan and make the most out of your MWC 2017
experience:
ADVA Optical Networking
Visit ADVA in Hall 7 at MWC 2017 to hear about service
providers gaining value from ADVA’s open connectivity,
precise synchronization and leading NFV technology in
their transition to 5G and IoT. Ask for Hannah Eckinger on
site, or email to pre-schedule a meeting.
ASTELLIA
In Hall 6, Astellia will be presenting how it guarantees NFV
service for a major European Tier 1 operator. Astellia will
also be demonstrating its new customer and service centric
analytics solution for Service Operation Centers (SOC). In
addition, the company will share the benefits of its geoanalytics for value-based RAN optimization. Ask for Esther
Duval, or email her ahead of time to arrange a meeting with
Astellia at the show.
ANRITSU
Also at MWC 2017, Anritsu will be showing a range of
its test, measurement, and monitoring solutions which
support the development, deployment and monetization
of the latest technologies paving the way for Connected
living. In particular, they will be focusing on new testing and
monitoring challenges within LTE-A Pro, 5G, C-RAN, IoT
and M2M, Advanced Analytics and Cloudification.
Anritsu’s range of solutions have extensive capabilities to
help support your business development in the Mobile
Communications industry. Device, air interface, network
access, network architecture, service assurance or
customer experience, ANRITSU has leading-edge solutions
to help you maximize the profitability of your activities. Visit
them in Hall 6 to see test & monitoring solutions for the
complete end-to-end network and service domains. Ask
for Eric Fauxpoint on site, or email emea.marcom@anritsu.
com to schedule a meeting.
Amdocs
In Hall 3 at MWC this year; Amdocs will be talking about how
its injecting artificial intelligence and real time data analysis
into all it does for communication service providers and is
driving digital and omni-channel assets, including natural
language processing, BOT integrations and customercentric machine learning capabilities. Amdocs will have the
latest updates on OpenECOMP for network virtualization
and service fulfillment. Find out how they’re working with
AT&T, the Linux Foundation and their partners on Open
Source. Additionally, Amdocs will be demoing its latest
14 | Pipeline | February • 2017 • Vol 13 • Issue 8

portfolio of products, designed to help the transition to DSP
happen as seamlessly as possible. Contact Marcel Kay at
the Amdocs exhibit or email to arrange a meeting at the
show.
ARM
With 100 billion ARM-based chips shipped to date, ARM
and its ecosystem is laying a secure and efficient path
to shape the connected world for the next 20 years and
beyond. At MWC 2017, ARM experts and its partners will be
talking about new technologies emerging to meet the IoT’s
connectivity challenges in a series of panel discussions,
including a look at new ultra-efficient ARM-enabled Narrow
Band IoT solutions designed to take advantage of this
newly-ratified 3GPP wireless communications standard,
and an update on how the OpenFog Consortium (OpenFog)
is addressing the bandwidth, latency, and communications
challenges associated with increased data flows from the
IoT, artificial intelligence, robotics, and other elements of
our increasingly digitized world. These talks will be taking
place on Tuesday 28 Feb. in Hall 8.1 from 10 a.m. to midday.
To register, send an email to event registration.
On the ARM booth in Hall 6, it will showcase latest
technologies spanning a range of applications, with
demonstrations including Intelligent Flexible Cloud solutions
paving the way for next generation 5G network connectivity,
the world’s only open-source mass market car, the Renault
Twizy, and a machine learning based demonstration of
computer vision and deep learning for mobile that shows a
food recognition and calorie counting engine that uses the
smartphone camera to calculate volumes of food. Contact
Alex Harrod on site or email him to schedule a meeting
ahead of time.
AT&T
In Hall 4, AT&T will showcase its latest innovations across
entertainment, the Internet of Things, 5G, security and
more. Visitors will be able to experience:
• What it’s like for AT&T mobile customers to take their TV
with them virtually anywhere they go data free with the
DIRECTV and DIRECTV NOW apps;
• Live demonstrations on how businesses can achieve
speed and precision with flexible, highly secure
networking in a software defined world;
• How AT&T’s IoT solutions are innovating and
accelerating Smart Cities, integrated fleets, connected
cars, healthcare and more; and
• AT&T Digital Life®, an all-digital, fully integrated smart
home security, automation and energy management
solution.

Contact Emily Edmonds for more information.
Cavium
Cavium‘s technology experts and senior management
team will be in Hall 2 at MWC 2017 to present the
company‘s newest solutions for end–to–end Infrastructure,
5G Networks, TelcoCloud, NFV/SDN, and Radio Access
Networks. Cavium product demonstrations will include:
• M–CORD Demonstration: SDN, NFV, C–RAN and
Mobile Edge Computing;
• Cloud / Centralized RAN with SDN;
• Multi–mode Basestations On A Chip;
• 64–bit ARM Processors for COTS Servers, Carrier–
Grade NFV across Cloud/Edge/On–Premise, IoT
Gateway and Embedded Applications;
• Telco Cloud Security and NFV Acceleration;
• QLogic FastLinQ Ethernet Adapter Family; and
• Security as a Service for TelcoCloud.
Contact Angel Atondo on site or via email to arrange a
demonstration or to speak with Cavium’s executive team.
CellMining
CellMining provides mobile network operators and MVNOs
with a unique toolset for optimizing user experience
and network performance based on real-time metrics
of subscriber data. The company’s ground-breaking
Subscriber Network Analytics technology monitors
subscriber experience data, identifies usage patterns,
and reconstructs entire call and communication flows for
individuals and business customer groups. CellMining
has pioneered the integration of SON (Self-Optimizing
Networks) with CEM (Customer Experience Management).
This provides MNOs and MVNOs with a world-class solution
to optimize their networks for subscriber experience
excellence, improving against network KPIs, saving on
operational and engineering costs, and reducing subscriber
churn.
New at MWC 2017, CellMining is showcasing the Energy
Saving module in Hall 5. Based on Subscriber Network
Analytics, the Energy Saving module reduces operating
costs by selectively shutting down radio power when
traffic levels are low, without risking subscriber experience.
Contact Assaf Aloni for more information or email to
schedule an on-site meeting.
Cerillion
In Hall 7, Cerillion will be showcasing the latest generation
of its innovative pre-integrated BSS/OSS product suite,
including its 3GPP-compliant Convergent Charging System

and comprehensive CRM, Self Service, Service Fulfillment
and Revenue Management modules. The company will
also be demonstrating how to rapidly launch new digital
services with its cloud billing and subscription management
solution, Cerillion Skyline. For more information ask for or
email Dominic Smith in advance of the show.
Comptel
Comptel will be hosting a Fireside Chat, taking place 6
p.m. on February 28th at their booth in Hall 5, featuring a
panel session with Deutsche Telekom about its deployment
of Comptel’s Flow One V solution for the Pan-Net, a
revolutionary pan-European cloud-based production
factory.
Comptel will also be demonstrating four solutions designed
for the needs of digital communications service providers
wanting to offer better customer and service experience:
• Are You Well?, an IoT solution which applies advanced
analytics to mobile device data, in order to uncover
anomalies in consumers’ daily health and well-being;.
• Digital Customer Journey, which provides mobile
users with contextual recommendations and the
ability to buy, monitor, manage and personalize digital
services at their fingertips;
• Digital Services Lifecycle Management, a practical
model for NFV end-to-end service orchestration in the
digital services landscape; and
• FWD, an easy and contextual solution for operators to
sell and market time-based mobile data directly from
their smartphone.
For more information ask for Stefan Gerrits or email him in
advance.
CommScope
CommScope will be showcasing its portfolio of wireless
solutions in Hall 2 at Mobile World Congress 2017, as well
as providing an update on the company’s future wireless
and telecommunications strategy over the next 12 months.
The key theme to CommScope’s exhibition is network
convergence across fiber and wireless, with particular focus
on densification, virtualization, and optimization on the road
to 5G. Diving into these industry trends, CommScope will
showcase five key solutions:
•
•
•
•
•

In-building wireless;
MIMO antenna technology;
Enabling C-RAN;
Densification/metro cells; and
Cell site capacity.
www.pipelinepub.com | Mobile Everything | 15

Contact Rick Aspan on site or email him to arrange a
meeting at the show.
EXFO and Ontology Systems
EXFO and Ontology Systems will be teaming up at Stand
6K36 in Hall 6 at MWC 2017. Ontology Systems’ expertise
in modelling complex, cross-domain, multi-layer network
topology coupled with EXFO’s expertise in network
measurement and analytics enables the delivery of topologyaware end-to-end service assurance that’s available today.
Real-Time Topology Driven Service Experience (RTT SE)
leverages Ontology 5’s and EXFO Xtract’s capabilities
to deliver unique insight into the behaviour of service
provider’s physical and virtual networks. This includes
how it affects services and customers, enabling faster and
more economical fault resolution and improved customer
experience.
In support of the move towards virtualization, EXFO will
be showcasing its Xtract and Verifier solutions, that help
their clients flourish in a rapidly transforming industry by
providing accurate performance insights from all three
dimensions of their infrastructure: network, service and
subscriber. When “good enough” testing and data analytics
just isn’t good enough anymore – come and talk to EXFO.
Contact Johanne Cyr at EXFO or Jo Hicks at Ontology
Systems for more information.
Flytxt
Every business, every industry is undergoing a massive
shift from products and services, to connected digital
experiences. Face this challenge head-on with customer
data analytics, driving digital transformation, and unlocking
unique and sustainable revenue streams in the digital
economy. At MWC 2017, Flytxt will showcase its advanced
analytics products NEON dX and QREDA dX. Visit their
booth in Hall 5 to view live demonstrations explaining how
enterprises can build different solutions with these products
to drive digital customer engagement and launch novel
digital services. Contact Mohamed Farook to arrange a
meeting or for more information.
GENBAND
With more than 700 global service provider customers,
GENBAND is acutely attuned to the issues affecting today’s
mobile operators. The company’s vast global customer
and partner base includes BT, Verizon, CenturyLink,
Deutsche Telekom, IBM, SAP and Telecom Italia to name
a few. At Mobile World Congress in Hall 2, GENBAND will
showcase many of its mobility solutions including its Kandy
Communications Platform which offers service providers,
software vendors and systems integrators the ability to
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quickly bring to market embedded communications, while
delivering managed Over-the-Top (OTT) Mobility Solutions
for consumers and Business Mobility Solutions for
enterprises from a hybrid, private or public cloud.
In addition to its award-winning Kandy platform, GENBAND
will also be showcasing its market-leading NFV portfolio for
the telco cloud, which includes fully virtualized SBC, VNFs,
transcoding, Enhanced Voice Services (EVS), Interconnect
and IPX solutions, and analytics solutions for VoLTE, IMS,
and NGN. Please feel free to stop by GENBAND’s booth
in Hall 2, if you’d like a demonstration or to learn more.
Additionally, GENBAND and Kandy are celebrating another
amazing year and will be hosting a cocktail party at their
booth Tuesday, February 28th from 6 - 8 pm. The event
will include a Flamenco Performance, live DJ, Hosted Bar
& hors d-oeuvres. For more information contact Dennis
Watson.
GRAPHITE SOFTWARE
In Hall 1 at MWC 2017, Graphite Software is using
augmented reality to showcase its Android virtualization
platform for mobile devices, called Secure Spaces, that
enables multiple virtual devices or “Spaces” to co-exist on
a single device - such as a Personal Space, a Kids Space,
a Work Space and a Secure Banking Space to address
fundamental Android security and privacy issues.
By aligning with real life scenarios, “Spaces” give users the
freedom to control their contextual identities, the choice
to reveal (or not) different aspects of their lives depending
on context or audience. With just a swipe, a user can be
a mobile parent, employee, friend or a complete stranger.
Visit Graphite Software to identify your mobile personas.
Contact Rob Grapes for more information.
iBwave Solutions
Increasing data and mobility requirements are driving the
need for higher levels of network densification, which calls
for better capacity planning. iBwave offers a full suite of
HetNet planning software that helps indoor planners and
designers properly plan for capacity. IBwave Solutions
will be showcasing their powerful carrier-grade network
planning and design software solutions at their private
meeting room in Hall 2 and in the 5G Zone in Hall 7, including:
the iBwave Mobile App for Site Surveys & Designs, iBwave
Wi-Fi suite to design state of the art Wi-Fi networks, and
iBwave Unity to manage all your projects and sites in one
location.
Contact Nathalie Robitaille for details.

InfoVista
InfoVista has launched VistaGO to deliver real-time service
assurance from the cloud. To solve challenges of both
CSPs and operators (MNOs), such as limited capital and
time, VistaGO gives CSPs and MNOs the agility to rapidly
deploy a turnkey, affordable managed service platform
that enables tier-1 class service assurance. VistaGO
enables end-to-end visibility of MNOs’ backhaul network,
while CSPs enjoy differentiated services and increased
monetization opportunities. Stop by InfoVista’s booth in
Hall 7 and ask for Erika Collins or email her ahead of time
to arrange a meeting at the show.
Ingenu
At MWC, Ingenu will be demonstrating its IoT network
featuring the RPMA (Random Phase Multiple Access)
Access Point and communication module as well as
ecosystem devices that have been integrated with RPMA.
What makes the Ingenu network special is the technology
behind it. RPMA is specifically designed for machines and
is exclusive to Ingenu. Established in 2008, and operational
on six continents, Ingenu is currently engaged with nearly
50 countries through global licensees that are deploying the
RPMA network in their respective regions. Contact Landon
Garner to arrange a meeting at the show.
INTERSEC
Intersec is a leading Big and Fast Data software vendor,
designing innovative platforms enabling companies to
leverage their Data lakes. Their technology crunches
and consolidates huge amounts of data coming from
heterogeneous network equipment and IT, and turns them
into actionable insights in real-time. Applications range
from Contextual Marketing, mass-scale Location-Based
Services, IoT, Smart Cities and Business Analytics.
In Hall 5 at MWC 2017 Intersec will be showcasing what it
did to help Paris City in partnership with Cisco and what
they can do in terms of Contextual Marketing. Contact
Laurent Michel to arrange a demonstration of their globallydeployed solutions.
Keeper Security
Keeper Security is transforming the way businesses and
individuals protect their passwords and sensitive digital
assets to significantly reduce cyber theft. As the leading
password manager and digital vault, Keeper helps millions of
people and thousands of businesses substantially mitigate
the risk of a data breach. Keeper is SOC 2 Certified and
utilizes best-in-class encryption to safeguard its customers.
Keeper protects industry-leading companies and partners
with global OEMs and mobile operators to pre-load Keeper

on smartphones and tablets.
Keeper Security will be announcing the findings of a
proprietary mobile cybersecurity survey and an expanded
partnership with Orange, one of the largest telecom
providers in Europe in Hall 8 at MWC 2017. Contact Aaron
Gessner for more information.
MYCOM OSI
At MWC 2017 in Hall 1, MYCOM OSI will be announcing a
new solution for assuring the Telco Cloud and showcasing
its award-winning Assurance, Automation and Analytics
products that enable the digital transformation of Tier-1
CSPs by helping optimize Customer Experience, evolve to
Virtualization, exploit Digital and IoT services and deploy
proactive, customer-centric digital NOC/SOCs. They will
also highlight new customer case studies and use cases,
as well as provide an update on their work in the U.K.’s
5G Innovation Centre research laboratories. They will have
an all-day café serving the best coffee at the show and a
place to relax and rest weary feet. And, of course, they will
be hosting their now-famous Mexican-themed networking
event, complete with top-notch tequila, mariachi band and
singing on Wednesday, March 1st from 5.30-8.00 p.m. For
more information or to schedule a meeting, contact Ian
Meakin.
MulteFire Alliance
The MulteFire Alliance has completed its Release 1.0
specification which defines LTE operation stand-alone
in unlicensed and shared spectrum, while ensuring fair
sharing of spectrum with other users and technologies such
as Wi-Fi. MulteFire delivers LTE-like performance with WiFi-like deployment simplicity. By removing the requirement
for an anchor in licensed spectrum, MulteFire enables new
use cases and new deployments to take advantage of the
benefits of LTE technology.
In Hall 7 at MWC 2017 MulteFire Alliance member companies
will be demonstrating MulteFire technology demonstrations,
showcasing MulteFire’s performance benefits. In addition,
the Alliance will host an open event in Press Room 1 on
February 28 from 2-4 p.m. that will highlight the business
models for deploying a MulteFire network. For more
information contact Rachael Watson.
Netcracker Technology
In Hall 2, Netcracker Technology will showcase its critical
role in helping Communications Service Providers become
Digital Service Providers, including the ability to deliver
complex, large-scale transformation projects for Tier 1
operators. Netcracker will also highlight its leadership
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in SDN/NFV with the recently launched NaaS offering,
which helps operators speed the creation, deployment
and monetization of services across B2B and residential
markets. NaaS is a full-service solution specifically
designed to help service providers deliver new on-demand
services without taking any unnecessary risks associated
with launching virtualization initiatives at scale. It brings
together traditional network services, value-added services
and cloud applications in a single, partner-driven cloud
marketplace.
For more information ask for Collette McGannon on site, or
email Joanna Larivee in advance.
Netronome
Visit Netronome in Hall 2 to speak to one of their experts
about the many intelligent networking solutions that rhey
can offer to meet the needs of your cloud data center and
NFV implementations. Working with their partners Ericsson,
Juniper, Mirantis and Nuage; their solutions, including
the Agilio family of SmartNICs and Agilio software for
OVS, OVS Firewall, and Contrail vRouter, accelerates
sophisticated networking and security functionality as well
as data delivery to VMs while completely and transparently
supporting OpenStack to preserve automation of VM
provisioning, startup, shutdown and migration.
Contact Brian Sparks for additional information or to
arrange to meet at MWC 2017.
NoviFlow
NoviFlow offers Network Processor-based, highperformance and fully-programmable SDN networking
products to network operators, data centers, enterprises
and the cybersecurity community. In Hall 7 at Mobile
World Congress they will be demonstrating live a powerful
cybersecurity solution that employs the company’s
NoviSwitch forwarding planes to deliver unmatched
programmability at line rate, for even the largest networks.
The flexibility of this approach holds advantages for a
wide range of network applications beyond cyber-security
including CORD, EPC, Edge Routing, Network Tapping,
Telemetry, Load Balancing, Service Chaining, and scales
independently on a variety of characteristics such as number
of users, forwarding or controller capacity, bandwidth, and
more.
If you plan to attend MWC 2017, NoviFlow would be
pleased to schedule a meeting with you to discuss how
their products and solutions can add value to your business
and provide a live demonstration of their NoviSwitch for
Cybersecurity.
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Alternatively, you can contact Marc LeClerc before at the
event.
POLYSTAR
In Hall 6 at MWC 2017, Polystar will be showcasing its
new range of KALIX Insight Portals, which provide the
actionable intelligence to drive service innovation and
enhance customer experience and will be demonstrating
how OSIX Monitoring supports you in the transition from
legacy networks to an all virtualised environment based on
NFV and SDN technologies.
Join the Polystar team to experience the unprecedented
ease with which insights can be delivered, enabling the
entire CSP organisation to benefit from real-time, objective
network intelligence to drive customer experience, and to
get the most out of your big data initiatives.
Contact Inna Ott for additional information.
Radisys
Radisys, in partnership with ON.Lab, will showcase MobileCORD (M-CORD) use cases running on open hardware in
Hall 5 at MWC 2017. M-CORD is emerging as the platform
of choice for enabling 5G service delivery as it aligns with
mobile operators’ migration to next-gen telco data centers
built with open source components. M-CORD is built on
top of ONOS and the CORD (Central Office Re-architected
as a Datacenter) open source project that combines data
center economics and the agility of the cloud with the
benefits of a virtualized and disaggregated mobile core, as
well as access infrastructure and mobile edge computing
for innovation and deployment of 5G. Unlike closed source
and proprietary mobile platforms, open source M-CORD
architecture and applications will accelerate agile service
innovation with improved economics, making mobility more
cost-efficient, more software-programmable and more
cloud-elastic. The M-CORD use cases will be running on
commodity hardware and on Radisys’ DCEngine platform,
an open hardware solution built to the Open Compute
Project’s CG-OpenRack-19 specification. These use-case
demonstrations include:
• Demo 1: End-to-end slicing, including RAN slicing and
EPC slicing;
• Demo 2: Disaggregated Mobility Management Entity
(MME) and connectionless gateway for static IoT
devices;
• Demo 3: Mobile edge service for public safety
applications; and
• Demo 4: Network assurance – testing-as-a-service.

To arrange a meeting with Radisys, contact Lori Mesecke
in advance of the event or ask for Ray Adensamer on site.
Subex
The Digital Revolution will be a make-or-break opportunity
for Telcos and, to stay ahead of the curb, they will need to
embrace it at the core. At the heart of the digital revolution
are consumers who are now demanding for more powerful
devices, enhanced social identities, improved connectivity,
more sources for entertainment and information, and
flexibility. Unsurprisingly, due to these facets of digitalization,
the telecom industry becomes a critical element in the
digitalization process across multiple sectors.
With 20 years of domain expertise, Subex, as a strategic
partner for service providers, will be showcasing its
capabilities around advanced analytics and IoT along with
other solutions like digital assurance, risk management,
partner management, agile networks and customer
experience management, to embrace the digital revolution.
You can visit Subex in Hall 5 at MWC 2017. Contact Ramya
Raj to schedule a meeting at the show, or ask for her at the
Subex exhibit, #5F10.
Viavi Solutions
Visit Viavi Solutions in Hall 2 at the 2017 Mobile World
Congress! This year, Viavi is focusing on meeting with
customers, giving them more time to share and discuss the
most important issues that they’re seeing in the industry.
Many of Viavi’s top executives will be there to meet with you.
To support you as you prepare for the evolution to 5G,
Viavi will be highlighting their solutions for automation,
monetization, app-aware intelligence, virtualization, and
network density. To arrange a meeting contact Jeff Lesniak
or ask for him on site.

lifecycle development tools and scalable storage. Titanium
Cloud enables an application-ready software platform
that runs virtual functions with carrier grade reliability
and is built to support rapid service deployment and
the intensive performance, strict reliability, and security
requirements of the world’s most demanding computing
and communications networks.
Contact Jeff Gowan to schedule a meeting at the show or
ask for him on site.
Zinwave
In addition to its UNItivity wideband distributed wireless
solution for in-building cellular, public safety, and Wi-Fi,
Zinwave will be showing a new Converged Media Remote
that connects up to 3 Power Over Ethernet devices (Wi-Fi
APs, cameras, sensors, etc.) so they can share the UNItivity
system’s all-fiber connectivity architecture. Zinwave will
also show a new small cell point of interface (SC-POI) that
allows users to seamlessly connect up to four small cells as
signal sources for Zinwave’s multi-frequency DAS.
Zinwave has the only in-building wireless solution on the
market that natively supports from 150MHz to 2700 MHz
without equipment upgrades, and it will also announce that
it plans to extend its frequency support into the 3-6GHz
range in 2017, making it possible to support LTE-U, LAA,
and MulteFire through its wide-band architecture.
To meet with Zinwave at MWC 2017, contact John Spindler
before the event or ask for Ana Mehryari on site.

Wind River
You can find Wind River® at the Intel booth in Hall 3 at
MWC 2017. The Wind River® Titanium Cloud offerings
provide the industry’s only fully-integrated, ultra-reliable,
and deployment-ready virtualization software platform.
Whether it be for services providers in telecommunications
or those in other critical infrastructure industries, Titanium
Cloud delivers a software architecture to deploy carriergrade virtualized services faster, at lower cost, and with
guaranteed up time.
Titanium Cloud includes a comprehensive portfolio of
technologies to build and deploy high-performance,
ultra-reliable virtual networks, including carrier-grade
configurations of Linux, Kernel-based Virtual Machine
(KVM) virtualization, accelerated vSwitch, OpenStack,
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Securing the Modern Cellco
By: Mark Cummings

As the modern Cellco becomes more and more critical to

society, new threats and vulnerabilities are creating new
challenges. With the advent of nation state cyber attacks,
Cellcos have become targets. At the same time, mobile
networks are evolving from hardware-based components to
more software-based components. Taken together, these
two require strengthening internal security in two ways:
changes in policies and procedures, and the extension
of end-to-end orchestration to automated detection and
response to intrusions and infections.
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Changing threat environment
As wireless becomes the default last kilometer, IoT explodes,
and autonomous vehicles arrive; the Cellco becomes
increasingly critical to society. It used to be that the only
significant threat to Cellco networks was from disgruntled
employees or difficult labor actions. For example, a fibercutting incident in Silicon Valley that took out cellular
service, many of the web services, and disrupted phone
service for a day occurred when there was a labor action in
the area prompting speculation that the two were related.

Now, the threat profile has expanded to include nation
states. “Zero Days,” was an HBO documentary on events
surrounding the cyber attacks on the Iranian nuclear
centrifuges. It stated that Iran, as a warning of potential
reprisals to continued cyber attacks, launched a cyber attack
on an Israeli Cellco. With apparently authoritative claims of
Chinese and Russian cyber attacks and apprehensions
about rogue states and terrorist organizations, there is
growing concern for the vulnerability of infrastructure in
general and Cellcos in particular. The Cellco is not only a
key infrastructure element by itself, but it plays a critical role
in the viability of most other critical infrastructures including
water, transportation, oil and gas, electrical grid, emergency
services - just to name a few. Because of this central role,
the Cellco has become an increasingly attractive target.

Evolving vulnerabilities
Looking back in time, the Cellco was composed primarily of
hardware components, now called by some PNFs (Physical
Network Functions). Today Cellcos are moving to softwarebased components. 2G base stations have 50 software
settable parameters. 3G have 500. 4G have 6,000. And 5G
is on the horizon. SDR (Software Defined Radio) is moving
high-speed signal processing out of hardwired ASICs
(Application Specific Integrated Circuits) into software. SDN
(Software DefinedNetworking) is replacing hardware-based
switches and routers with software running on industry
standard general purpose computing platforms. NFV
(Network Function Virtualization) is replacing hardwarebased appliances in the ePC (Evolved Packet Core – the
central site computing center that supports mobile network
operations) such as the MME (Mobility Management Entity),
Home Location Register (HLR), etcetera - all with software
running on industry standard general purpose computing
platforms. At the same time, value added services are
moving to cloud implementations.
This transition to software-based network components
creates new vulnerabilities. Disgruntled employees can
insert rogue code. But failing to update policies and
procedures creates another new vulnerability. An example
of this can be seen in the recent attack on Deutsche
Telekom.
At Deutsche Telekom it appears that when SDN switches
and routers were deployed, the unused ports (~300) were
left open and active, and that the attacker used these open
and active ports as an entry point for a software attack on
the network. It appears that what happened is as follows:
Hardware-based switches and routers didn’t have open
ports, so the policies and procedures for deploying and

As Cellcos move from hardware to
software components, policies and
procedures must be revised to minimize
vulnerabilities in both the software
functionality and the underlying
platforms.

provisioning them did not include shutting down open
ports. When SDN components arrived for deployment,
operations was told that they would function exactly the
same as the older hardware-based components. At the
data and operations levels they did. However, they had an
industry standard general-purpose computing platform
underneath. That platform defaulted to all ports being
open. Since operations was under the impression that
the SDN components would work just like the hardware
components they were replacing, they used the existing
policies and procedures. Those policies and procedures
didn’t call for closing unused ports, so they were left in
default open configuration. It may also be the case that
vendor documentation was not updated.
The take-away is that, as Cellcos move from hardware to
software components, policies and procedures must be
revised to minimize vulnerabilities in both the software
functionality and the underlying platforms.

Policies and procedures updates are necessary
but not sufficient
It is not wise to rely entirely on firewalls, virus checkers, and
policies and procedures alone. Today, these represent a
“semi-permeable membrane” akin to that of our skin. Just
as our skin keeps out most invasive things, it can’t keep
them all out - just as humans need air and food, a Cellco
needs customers and employees to survive. Thus, our
bodies have a way of detecting and either quarantining or
removing harmful invasive things. Cellco networks need
similar capabilities. All too often, intrusions and infections
are only discovered after a large segment of the network
has been affected. Only then, are manual efforts initiated.
The resulting damage can be severe.
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The automated network immune
system is within reach.

The Deutsche Telekom example cited above is a case in
point. Deutsche Telekom should not be criticized, but rather
commended. Far too often, successful attacks are kept
secret. This is done out of fear that releasing the information
will damage the company or damage the reputation of
individuals involved in identifying and recovering from the
attack. The Cyber Security industry has long advocated
for release of attack information so that we, as an industry,
can learn about the attack vectors and better work together
to protect ourselves. Unfortunately, this is a fight against
human nature. Some have argued that there needs to be
government laws and regulations forcing disclosure while
providing anonymization. But here again, this has proven
politically difficult. Some years ago, it was estimated that
only approximately 10% of the illegal drugs smuggled into
the U.S. were caught. So, a way to estimate the quantity
of drugs is to multiply the amount seized by 10 fold. There
may be a similar situation visa vie Cellco cyber attacks. We
can reasonably assume that there are far more attacks than
publicly reported.
Generally, attacks on Cellco networks start with penetration
of a single network component and then use that component
to attack other components in the network. It is only after
a critical mass of components have been compromised
that severe damage to the network results. Because of the
scale, complexity, and volatility of Cellco networks, what
is needed is a very fast means of quickly identifying an
intrusion or infection and preventing it from propagating
or moving through the network. Trying manually to detect
and respond fast enough to prevent damage has proven
difficult. An automated system is needed, one that can
identify attacks quickly and prevent them from spreading.

A network immune system
Ideally, a network system should respond like the human
immune system acts when our outer defenses are breached.
Companies are now offering security probes that can
detect “infections”. To be effective in catching malignancies
before they can spread, there has to be an array of these
probes distributed at the edges of the network where
attacks are most likely to start. Today, these probes can
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be so distributed, but they report their results back to a
central manual operations center. In large, complex, volatile
Cellco networks, these manual responses can’t be fast
enough to prevent significant damage. What is needed is
a way to automate and respond quickly where the attack is
originating. This would be acting in a way similar to how our
lymphatic system protects against breaches of our outer
defenses.
Recently, there has been a significant amount of industry
activity focused on end-to-end automated network
orchestration (see “Collaboration Effort, Making Progress”
Pipeline, January 2017). End-to-end network orchestration
products are available or being developed by vendors,
operators, and open source groups. Some are central
site architected, but some have a combination of central
and distributed capabilities. These central and distributed
systems are akin to our nervous system complete with
ganglions. Some of these orchestration systems seek to
replace the entire existing Cellco operations environment
and others are an overlay on existing operations.
The initial motivation to develop these overlay end-to-end
orchestration systems was to reduce operations expenses
that are increasing in a non-linear fashion. Over time, they
were seen as also a means for quickly and efficiently
delivering services both conventional and innovative. This
became known as a composable services capability.
These overlay end-to-end orchestration systems can
also be the means to automate the response to attack
information from the security probes. Today, the security
probes can quickly identify a breached component. The
response is to remove that component from the network. A
well-crafted, end-to-end orchestration system can connect
to the security probes, accept alerts, and automate the
response to infection detections. In this way, such a system
becomes the immune system of the network.
We have seen how the increase in threats to and vulnerabilities
of the Cellco are necessitating both new policies and
procedures, and the automated network immune system
described above. The network immune system is within
reach and can be provided by connecting existing security
probes to some of the end-to-end orchestration systems
available now and those being developed.

In-Building Wireless:
The Road to 5G

By: Slavko Djukic

The wireless industry is seeing a convergence of licensed

cellular frequencies and unlicensed protocols such as LTE
Unlicensed (LTE-U), License Assisted Access (LAA), and
MulteFire and this convergence should play a major role on
the road to 5G. While mobile operators are testing millimeter
wave frequencies in the 28-30GHz bands for fixed wireless
access in the macro network, 5G propagation indoors will
most likely happen within existing licensed spectrum bands
and future unlicensed spectrum in the 3GHz-6GHz bands.
In this article, we’ll look at the convergence of licensed and
unlicensed frequencies as a stepping stone to 5G services
inside buildings, and outline possible frequency and
infrastructure requirements for transitioning to 5G.

The role of unlicensed LTE frequencies
There’s continuous work being done to get more out of
the currently used frequency spectrum. Mobile operators
are always looking for more spectrum in order to expand
bandwidth and provide their users with faster LTE service.
Once they have extracted all they can out of new cell sites,
splitting sectors, and carrier aggregation, the next step is to
look at the unlicensed spectrum. LTE-U, LAA, and MulteFire
are all terms that describe approaches to unlicensed
spectrum that will deliver more from current technology.
• LTE Unlicensed (LTE-U) is a protocol that enables
mobile operators to increase bandwidth in their LTE
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networks by using the unlicensed frequency bands,
which are also used by Wi-Fi devices.
• License Assisted Access (LAA) is the name given
to the Third-Generation Partnership (3GPP) effort to
standardize the use of LTE in Wi-Fi frequency bands.
LTE-U is an implementation of LAA.
• MulteFire is another license-free implementation of
LTE.

At some point, users’ devices will implement both licensed
and unlicensed frequencies for LTE use and mobile operator
networks will decide, for any given environment, what works
best for the user to get to the highest throughput.

LTE-M and the IoT
From what we can see today, LTE protocol deployed for
IoT applications is LTE-M, which is a licensed, short-range
LTE designed for machine-to-machine applications. Some
mobile operators are already deploying LTE-M in their

LTE Technology Guide
LAA

Licensed Assisted Access

3GPPP standardization of LTE use
in Wi-Fi bands

LTE-M

LTE for Machines

Short-range LTE designed
for M2M applications

LTE-U

LTE Unlicensed

LTE using unlicensed frequency
bands

MulteFire

N/A

LTE using unlicensed frequency
bands

Table 1: LTE Technology Guide

While 5G standards are not fully developed, 5G is being
tested outdoors with 28-30GHz frequencies. Those
frequencies do not propagate well in indoor environments.
Thus mobile operators will need lower frequencies for
indoor 5G use, where, after all, 80 percent of mobile traffic
originates and where 5G will see a wide range of use cases.

Converging
frequencies

licensed

and

unlicensed

So how will these unlicensed frequencies converge onto
4G and 5G? While it’s too early to tell when and how 5G
will be used in buildings (2020 is a possible target date for
widespread implementation), the path to adding unlicensed
frequencies for LTE use is fairly clear. Chip makers like
Qualcomm (which favors MulteFire) must produce cellular
transceivers that can operate in the 3-6 GHz bands, and
these chips must be implemented in phones, tablets, and
other devices. Networks at these frequency bands must be
built.
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networks. At the same time, LTE-M will be one of several
wireless standards used for IoT implementations. Wi-Fi,
ZigBee, Bluetooth, and others will also provide support for
the coming Internet of Things.
Mobile operators also like LTE-M because it opens up
another revenue stream for them. As end users deploy
radio-equipped sensors, cameras, security systems and
other devices, operators want those devices to use their
LTE networks to communicate. One big advantage of
LTE-M over ZigBee or Bluetooth is that it shouldn’t require
any upgrades to a building’s distributed antenna system
(DAS) as long as the DAS supports LTE.

The role of Wi-Fi
So you may be wondering, “What happens to Wi-Fi during
this transition?” The short answer is “nothing.” Wi-Fi will
continue to be a separate option for data and, to a lesser
extent, voice services. It’s a good-enough solution for

voice and data in smaller enterprises, but once you start
comparing what you can deliver to the user, LTE is inherently
superior to it in terms of both capacity and throughput.

Requirements for in-building infrastructure
Unlicensed LTE protocols will play a significant role in
boosting LTE bandwidth between now and the advent of inbuilding 5G. So what does that mean for those considering
buying or upgrading an in-building DAS? There are three
basic requirements:
• Support 3-6 GHz frequencies while still supporting
existing licensed spectrum. Since all the unlicensed
LTE protocols run on 3-6 GHz frequencies, the DAS
must support those frequencies. Currently, most DAS
products only support today’s frequencies, which
include 700 and 800/850 MHz, 1.9 and 2.1 GHz, 2.3
GHz and will soon include 600 MHz. Non-broadband
systems using coaxial cable will have to be significantly
upgraded to support unlicensed LTE.
• Use fiber infrastructure. Many current DAS solutions
use coaxial cabling or a hybrid architecture that
combines fiber and coax cabling. It is much more
difficult for coaxial cable to efficiently deliver signals
in the 3-6 GHz range because of its relatively poor
propagation characteristics when compared with fiber.
Instead, building owners and managers should look for
all-fiber infrastructure in a prospective DAS.

Unlicensed LTE protocols will play
a significant role in boosting LTE
bandwidth between now and the advent
of in-building 5G.

• Support converged IT and cellular deployments.
The move to license-exempt LTE is an opportunity to
converge what have always been separate Wi-Fi and
cellular infrastructure within buildings, and to also
accommodate coming IoT devices. Efficiently deployed
in-building architecture will thus support the converged
cellular and IP (devices such as Wi-Fi access points,
surveillance cameras, and sensors) platforms.
Within the next couple of years, unlicensed LTE frequencies
will become part of the in-building wireless delivery
architecture, and IoT devices will proliferate. Astute inbuilding wireless planners will prepare for this evolution by
choosing wireless infrastructure today that supports these
coming changes.

Figure 1: Converged Wireless Infrastructure
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The Future
			 is

Life-Mobile Convergence
By: Tim Young

The latest Cisco VNI for mobile was just released, and

as always, the forecast is one of crazy growth on the
mobile front. By 2021—a scant four years away—we could
be looking at 5.5 billion mobile users worldwide. Global
networks will be tasked with supporting 12 billion mobileready devices and connections. And those devices will
chew through some major traffic, with a predicted sevenfold increase in global data traffic by 2021. That’s a CAGR
of 47 percent.

And while, at the moment, the majority of objects added
to the network are smartphones, tablets, and PCs, there
is a growing percentage of “things”—IoT modules—being
added as well. The former is forecast to eclipse the latter
by 2019.
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Smartphones will be responsible for 48% of all traffic, fixed
and mobile, thanks in part to WiFi offloading.
And I find that significant and interesting. In my early days as
a telecom beat reporter, I distinctly remember sitting down
with companies like Cramer and Syndesis at Supercomm
2005 and talking about fixed-mobile convergence.
Specifically, I remember chatting about the BT “BluePhone,”
later known as BT Fusion.

Way beyond FMC
The idea that a single handset could transition seamlessly
from fixed to wireless networks without dropping a call
was exciting and interesting, especially since we were still

so accustomed to the wireless experience and the fixed
experience to be so incredibly distinct from one another at
the time. My little Nokia 1100 sure as heck didn’t have a web
browser. It didn’t even have a color screen. I could make
calls, send the (very) occasional text message (though
it took FOREVER), and play Snake. It also had a built-in
flashlight. Come to think of it, I miss that little phone.
Point is, there was no confusing my barebones mobile
experience with what I had at home, with my cable box, my
landline phone, and my handy-dandy desktop computer
(complete with 21-inch CRT monitor).
A dozen years later, the experience is practically seamless
and I watch movies on my iPad in bed. We’ve got one
great TV that’s good for football games and family movie
nights, but even that ends up getting fed content by the
tiny computer I carry with me everywhere I go. That little
bugger’s got a data cap, but I rarely even come close to
going over because, unless I’m in my car, I’m pretty much
on WiFi.
So did we fulfill that dream of fixed-mobile convergence?
Sure. Maybe not in the way we thought we would, but
the two have blended so fully that the divide is almost
meaningless from an end-user’s perspective.
In a recent Forbes article, author John Koetsier gave the
last word to wireless industry consultant Chetan Sharma,
who summed up the trajectory of the industry by saying,
“Mobile is everywhere and in everything to a point we will
stop using the word mobile.”
And there are so many other factors to consider. At CES last
month, we saw flexible displays, tons of wearable tech, new
generations of drones, connected home devices, and lots
more that suggests that our networks are going to get more
and more complicated.
Gartner’s 2017 prediction paper from last fall, “Surviving
the Storm Winds of Digital Disruption,” has some pretty
fascinating notions in it as well. For instance, the analysts
propose that by 2020, 100 million customers will shop in
augmented reality and that 30% of web browsing sessions
will be done without a screen. It also predicts that through
2019, every dollar spent on innovation will require $7 in
core execution costs, and that by 2019, 20% of brands will
abandon their mobile apps. So there will be growing pains
ahead.
But the benefits will likely be enormous. The paper posits
that by 2022, IoT will save consumers and businesses

By 2022, IoT will save consumers and
businesses a staggering $1 trillion.

a staggering $1 trillion in maintenance, services, and
consumables.
It’s clear we’re in a new world.
With that in mind, here are a few things I think we can watch
for in the next few months and years as we work our way
toward the world foretold by the VNI:

The spread of LPWANs
Low power wireless access networks, such as LoRaWAN,
are ideal for large-scale, low-cost networks that will be the
backbone of IoT. We wrote about these at some length
a few months ago, and these networks have continued to
gain traction.
One research firm postulates that the LPWAN market will
grow at a CAGR of 90% from 2016-2022. Even if the growth
is not quite as robust, the growing work to reconsider what
a network built with IoT in mind can and should look like is
noteworthy.
It’s all part of the growth of the wider IoT market, which the
analysts at BI Intelligence expect to receive $4.8 trillion in
aggregate investment between now and 2021. By that year,
they expect there to be 22.5 billion IoT devices, up from 6.6
billion in 2016.

Wireless network security
Security is a big issue, and for good reason. Last year’s
reveal of the SS7 vulnerability that allowed hackers the
ability to read text messages, listen to phone calls, and
track location (with only a phone number to work with) is
just one example, and there are hundreds or thousands of
others.
The growth of IoT exacerbates the issue. According to
cybersecurity vendor ForeScout, many IoT devices can
be hacked in three minutes or less, and hackers can leave
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App fatigue and seamless personalization
The mobile experience continues to melt into
every aspect of our daily lives

backdoors that they can later use to launch massive botnet
attacks.
One target of a Mirai botnet attack last year, web hosting
firm OVH, demonstrates how massive modern botnet
attacks can be. Octave Klaba, the French company’s
founder, claims the attack they experienced was launched
by 150,000 hacked IoT devices such as CCTV cameras and
digital video recorders, and that at its peak, the datastream
hitting their servers exceeded 1.5 Tbps.
We all know that these are big issues with big stakes, and
there is a tremendous need (and opportunity) here for
stronger wireless network security measures. For instance,
Technavio predicts that the Wireless LAN Security market
will grow at a CAGR of nearly 20% through 2020.

5G creeps forward
The next big thing in wireless continues to emerge, even if it
will be years before the full impact is felt.
Pretty much everyone is hard at work. Ericsson, Qualcomm,
and AT&T just announced their collaboration on 5G New
Radio trials, set to launch in the second half of this year.
Verizon’s chief information and technology architect, Roger
Gurnanis said, they’re starting trials later this year, too.
Providers in South Korea are hard at work trying to get a
trial 5G network in place in time for the 2018 Pyeongchang
Winter Olympics, while in Japan, work is well underway to
get 5G in place in time for the 2020 Tokyo Summer Olympics.
But no one expects an instant overnight shift. Going back
to Cisco’s VNI, it predicts that by 2021, 5G will still only
represent 0.2 percent of connections (around 25 million),
though that tiny slice will still manage to generate 1.5% of
total data traffic. They estimate that a 5G connection will
average 4.7 times more traffic than a 4G connection.
It’s a long road, but the destination looks to be compelling.
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Going back to Gartner’s prediction that 20% of brands will
abandon their mobile apps by 2019. (Sidenote: I hope they
abandon them the same way Warner Bros. abandoned its
original website for the movie Space Jam. It’s a beautiful
time capsule of 1996, and I pray it never changes. But I
digress.)
Forrester Research, as quoted in Chris Nierney’s recent
piece on HPE’s enterprise.nxt blog, writes that “consumer
app fatigue is forcing digital business professionals to offer
a portfolio of mobile experiences that go beyond apps and
depend on ecosystem partners, [to] pull mobile in-house
[and to] operate as a collection of synced agile teams
building better customer experiences.”
Nierney translates that to mean that consumers are
demanding a seamless and personalized mobile experience
that spans platforms and devices. He expects more
enterprises to follow the model of eBay 4.0, which offers
customers an integrated, customizable, and personalized
experience across all devices.
And what’s good for enterprises is good for CSPs, who still
have significant ground to cover in the realm of seamless
and personalized experiences—both from a technological
standpoint and in terms of the overall customer experience.
Having seamless digital interaction with my devices is great,
but I would also be happy with getting a unified experience
between my wireless carrier’s retail store and its website.
(Which is not to pick on wireless CSPs. We live in an age
of great wonders, but I still have to call my Internet provider
every six months when my promotional pricing runs out
and do the whole elevation song and dance if I want to save
a few bucks.)

Life-mobile convergence
But these trends are just small parts of the picture. The
mobile experience continues to melt into not only the wider
communications landscape, but into every aspect of our
daily lives. Smart and careful CSPs are figuring out how to
do more, faster and more securely. It’s up to the rest of us
to help them get there.

An Advocate
for Safer Things

By: Alan Zeichick

Stuff connected to our networks is vulnerable. Vulnerable

to being hacked, with customer data stolen or corrupted.
Vulnerable to being taken over and turned into bots that
can launch Distributed Denial of Service (DDoS) attack.
Vulnerable to serving as an attack vector into a business,

school, hospital or government computer network. There’s
no doubt that there are vulnerabilities; we see reports of
cyberattacks on the news every day. And like the tip of the
iceberg, most of the attacks are never reported or seen.
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Some might say that it’s not our problem.
If you’re a carrier, the argument goes, all you care about is
the packets, and the reliability of your network. The service
level agreement provided to consumers and enterprises
talks about guaranteed bandwidth, up-time availability, and
time to recover from failures; it certainly doesn’t promise
that devices connected to your service will be free of
malware or safe from hacking. Let customers buy firewalls
and endpoint protection – and hey, if we offer that as a
service, that’s a money-making opportunity.
If you’re a security hardware, software, or service company,
the problem of malicious bits traveling over broadband,
wireless and the Internet backbone is also not your problem.
Rather, it’s an opportunity to sell products. Hurray for onetime sales, double hurray for recurring subscriptions.
Think about alarm systems in cars. By default, many
automobiles don’t come with an alarm system installed
from the factory. That was for three main reasons: It lowered
the base sticker price on the car; created a lucrative up-sell
opportunity; and allowed for variations on alarms to suit
local regulations.
My old 2004 BMW 3-series convertible (E46), for example,
came pre-wired for an alarm — and all the dealer had to do,
upon request (and payment of $$$) was install a couple of
sensors and activate the alarm in the car’s firmware. Voilà!
Instant protection.
Third-party auto supply houses and garages, too, were
delighted that the car didn’t include the alarm, since that
made it easier to sell one to worried customers, along with a
great deal on a color-changing stereo head unit, megawatt
amplifier and earth-shattering sub-woofer.
But I digress. The dangers are real, and as an industry, it’s
in our best interest to solve this problem, not by sticking our
head in the sand, not by selling aftermarket products, but
by a two-fold approach: 1) encouraging companies to make
more secure products; and 2) encouraging customers to
upgrade or replace vulnerable products — even if there’s
not a dollar, pound, euro, yen or renminbi of profit in it for us.

Why bad things are a problem
There are many bad things connected to your network
either directly or indirectly. My old Apple iPad 3, equipped
with WiFi, can’t upgrade to the latest version of iOS. While
the tablet works great, it’s getting older by the minute. How
long will Apple patch vulnerabilities? Not forever. While iOS
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If you resell products to your customers,
don’t resell them if they are not safe.
If that means testing, then test. If that
means partnering with independent labs,
then do so.

is inherently pretty secure, because of the sandbox model
that Apple uses to lock apps out of the operating system
kernel, it’s not 100% bullet-proof. At some point, an iPad
3 user (maybe even me) might hit a malicious website that
iOS 9.3.5 can’t handle.
The problem is worse with Android, due to fragmentation.
It’s up to each device manufacturer to decide whether or
not to push out a new version of Android to a WiFi-based
device (i.e., like a tablet). If the device has a cellular modem
(i.e., like a smartphone), the operating system upgrade
might require the active participation of both the device
maker and the provisioning carrier. What about the myriad
Android-based Internet-of-Things devices, like cameras,
stereos, smart watches? That’s a gray area. There’s no
definitive word about who owns upgrades. If the product
has been discontinued, nobody has much incentive. If the
maker has gone bankrupt, nobody has any incentive.
According to Google, only about 31% of Android devices
are running Marshmallow or Nougat, the latest versions
of the platform. About 33% are running Lollipop, 23% are
running KitKat, and a smattering are on even older, more
vulnerable versions.
Obviously, this is not limited to just iOS and Android devices.
Anything connected to the network can be subverted and
attacked.
This is not hypothetical. The big Mirai-based malware attack
in October 2016 was fueled, in part, by hacked IoT devices,
including digital video recorders and Internet cameras that
used components made by XiongMai Technologies. Those
devices, which were made and sold by several companies
under a variety of brand names, were then used to attack
Dyn, a managed DNS service provider. Attacked! By DVRs
and cameras!

Everyone involved in carrying traffic
has the responsibility to help protect
consumers and business customers from
malware, from being hacked, and from
being hijacked.

The problem is deeper than operating systems. Users and
devices are especially vulnerable to attacks if they are
running old versions of Web browsers, or have old versions of
plug-ins, add-ons and applications. Sure, zero-day exploits
are a challenge, but unpatched known vulnerabilities are
even worse because they are easily exploited – it’s not hard
to scan for them across the network or by reading Internet
headers. Once they see that someone has an out-of-date
mail server, browser, or other application, hackers know
exactly what to do.
That doesn’t explain why that’s our problem, though. If
some VP gets his email hacked and loses some corporate
financial statements, that’s his bad luck. Right? If a hospital
administrator messes up with ransomware and ends up
with an encrypted server that can’t be salvaged, and that
loses six months’ of test results, it sucks to be a patient, but
you can’t blame the ISP. Right?
I am not a lawyer, but I think this is exactly our problem to
solve. Not only because we have a moral responsibility to
our customers, but also because in many cases, we are
the only ones who might be able to detect the problem in
advance of an attack. And, of course, if there’s a major DDoS
attack that hits one of our customers, or originates on our
network, our throughput and performance and SLAs will be
affected too. So, let us push for less insecure products, and
encourage our customers to upgrade or replace vulnerable
hardware and software.
Push for less vulnerable products
Depending on your company, you may have more or
less influence across the agency. Certainly Verizon and
Vodafone have more pull than, say, regional or specialized
carriers. If you have pull… use it. If you resell products to
your customers, don’t resell them if they are not safe. If

that means testing, then test. If that means partnering with
independent labs, then do so.
Now go beyond that and publicize what you find. If
products or services (and this includes cloud platforms)
are not secure, publish that on your website, and in notices
to your customers. Withhold your recommendation. Urge
customers not to use those products due to the lack
of security, or because the vendors do not adequately
maintain them. Will this hurt? Yes. Might this cost you
some partnerships? Yes. However, if you do not advocate
for your customers’ privacy, security and safety, who will?
And after all, if those devices end up becoming corrupted
and host bots that are used in a cyberattack, your network
may be affected… and your business too, by bad publicity
and possible lawsuits. Do what you can to keep your
vendors from selling bad stuff, and to encourage them to
fix vulnerabilities as quickly as possible – by any means
possible.

Encourage customers to be safe and to
upgrade
A few months ago, the doorbell rang. It was a representative
from our city’s water department. They noticed that our
water usage had suddenly spiked. Was something wrong?
There was indeed a leak in a pipe, and thanks to them, not
only did we avoid paying for excess usage for more than
a few days, but we also saved precious water (we live in
Phoenix, which is in the middle of the Sonoran desert).
Who better than our water company to know that we have
a water problem?
In the same vein, every month I receive an email from APS,
our local electric utility. They tell us how much power we
have used, and also how that compares to our neighbors.
They, too, are in the best position to see how my household
is doing.
Imagine, if in every month, you sent your customers an
email that indicated that you detected traffic originating on
an insecure, unsafe IoT device, whether it’s an industrial
sensor, smartphone, smart cities camera, HVAC controller,
or other devices with out-of-date operating systems – and
include a link to a page about how to update that specific
device. Or that if you saw they were using old browsers,
old versions of Microsoft Exchange Server, an unsecured
dbMongo server, or an orphaned and unprotected web
camera. They may not know about the vulnerability. But
you can detect this, and help them remediate the problem.
If you want to.
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That’s a start. You can also provide real-time push alerts
when the user attempts to use your SMTP server to send
to a known phishing site, or attempts to download malware.
Or, if you detect an unknown service trying to access a
customer’s home security system, or worse yet, modify its
firmware.
Can you do that? Technologically, yes. How about the
fact that you’re a common carrier, aren’t you imperiling
your status if you look at customers’ traffic metadata and
took actions based on it? IANAL, but my own sense is
that as long as you aren’t giving preferences to partners,
or penalizing non-partners, you may be fine. If there are
regulatory roadblocks to protecting your customers,
sunlight is the best disinfectant – and use industry groups
to lobby to overturn them.

You can do this
Credit card companies can temporarily block transactions
if they believe those transactions are fraudulent. That’s to
protect their own interests, of course, but in that case, their
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interests and those of their customers are in alignment.
I believe that everyone involved in carrying traffic has the
responsibility to help protect consumers and business
customers from malware, from being hacked, and from
being hijacked. All of our customers are vulnerable, and we
are in a unique position to take action. Will it be easy? No.
But advocating, with and on behalf of our customers, for
safer things is the right thing to do.

Fixing the
Future of 5G
By: Jaime Fink

The telecom industry has set its sights on delivering a 5G

future. The fifth generation of wireless technology promises
to be significantly faster than the current 4G standard, and
to connect more complex data-intensive fixed and mobile
applications with little or no latency. Internet service
providers (ISPs) are now weighing up their options for
deploying 5G as quickly and efficiently as possible in order
to leverage the benefits.

Against expectations, fixed-broadband adoption is
increasing rapidly. Meanwhile, in developed markets like
the UK, mobile data usage has slipped to represent only 5
percent of total internet traffic, according to recent research
by 451 Group. This is because the consumer value per
gigabyte is significantly more expensive on mobile versus
broadband internet. Subsequently, the industry is seeing
mobile providers are moving to fixed broadband solutions
to remain competitive
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The wireless answer for 5G
The standards for 5G have yet to be defined in the mobile
realm, but this has not deterred ISPs and vendors, which
have already begun testing the technology in order to
influence its introduction. Early tests from Verizon, AT&T,
U.S. Cellular and Nokia in North America suggest that
whereas 4G was a pure mobile play, 5G will initially be
deployed purely for fixed wireless applications.
Verizon’s CEO Lowell McAdam stressed that this is because
fixed wireless offers ISPs “the return on capital you
need” Expanding on Verizon’s rationale, McAdam further
explained that “connecting consumers and businesses to
a fiber network is expensive, and it’s possible to reduce
that cost by getting a fiber connection within 1,000 meters
of a building and then connecting that building to the fiber
network wirelessly via a 5G router on the outside of the
building.”
Indeed, fixed wireless provides high-performance
connectivity that can be established and scaled at ease, at a
low price point. It is the obvious choice for commercialising
5G within a strict time frame. The next step for the industry
is to define which wireless bands are most appropriate for
fixed wireless applications.

Testing the viability of the mmWave spectrum
In 2016, there was a concerted effort to raise the profile of the
high-frequency mmWave spectrum (above 24GHz), to prove
its viability with 5G players. Verizon has begun tests using
the 28GHz spectrum after the U.S. Federal Commission
opened it up for commercial use, in addition to a number
of other frequency bands including 70GHz. However, the
viability of these bands should now be scrutinised for both
mobile and fixed applications, and whether integrating
handset and home solutions in common infrastructure and
spectrum makes sense at all.
The mmWave spectrum has been proven as successful
for point-to-point infrastructure links that have total
line-of-sight, as demonstrated by companies such as
Webpass, which was acquired by Google. However,
delivering mmWave broadband connectivity in non-lineof-sight (NLOS) environments, such as suburban areas, is
extremely problematic over the last quarter mile. This is
because signals can be affected by environmental factors
such as foliage. This is typically found in suburban areas,
where almost 80% of the U.S. citizens reside. In higher
frequency bands, weather can also negatively impact signal
propagation, disrupting connectivity.
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Service distance between links can be reduced; however,
this is more costly and the obstacles that disrupt mmWave
frequencies still remain. ISPs face a dilemma: there is a
need to provide connectivity over long distances, and which
can penetrate foliage. However with limited availability of
mmWave line-of-sight links, this frequency will not deliver.

Connectivity in the sub-6GHz spectrum
Fortunately there is an alternative. Rather than using
limited mmWave channels, ISPs should switch their focus
to re-using the sub-6GHz spectrum encompassing both
unlicensed and various licensed spectrum which are better
suited for fixed wireless propagation in neighbourhoods.
Over 14,000 wireless ISPs globally have quietly proven in
rural areas that the sub-6GHz bands are extremely effective
at delivering fixed wireless services at long distances. Plus,
unlike the relatively high costs of high frequency 28GHz,
sub-6 GHz costs come in below $100 per subscriber,
making it a cost-effective alternative.
These bands have traditionally been considered out of
bounds because there is less spectrum available when
compared to mmWave bands. However, new spectrum
reuse GPS technologies are emerging which can coordinate
transmissions across a network. This makes it possible
to run an entire network on only two operating channels.
Interference between signals can thus be avoided with
spectrum recycled across dense geographic areas.
Massive MIMO (multiple-input multiple-output) technology
can also help to solve interference by using a large number
of antennae at the base station, serving many users in
densely-populated areas, while staying within the confines
of the spectrum. This results in considerable cost savings;
the current cost of subscriber equipment in the mmWave
spectrum can be more than seven times that of sub-6GHz
equipment, which is already in use today. This new wireless
architecture is poised for large scale use in high-density
neighbourhoods for multi-point deployments for the first
time.

Spectrum sharing proves its worth
The viability of spectrum-sharing techniques will be widely
proven in the U.S. this year, with the introduction of the
Citizens Broadband Radio Service band. This is a new
sharing plan for ISPs in the 3.5GHz band, making 150MHz
of the spectrum available. It also offers a new Spectrum
Access System (SAS) database to allow spectrum sharing.
The SAS has two critical functions that can enable this
to happen: it can keep track of current incumbent use

The viability of spectrum-sharing
techniques will be widely proven in the
U.S. this year, with the introduction of
the Citizens Broadband Radio Service
band.

of spectrum so that it can be protected, and issue new
licenses or access in the band. Completely clearing out
existing use by government and other wireless applications
can be extremely expensive, so we can expect that if the
SAS is successful, we’ll see it proposed as a solution to
add new fixed and mobile applications into a variety of
underutilized bands.

With new innovations in spectrum re-use, using the 3.5GHz
spectrum could further extend the value of the spectrum
sharing in the sub-6GHz spectrum and help ISPs unlock
the capabilities of unlicensed bands. This trend will not be
limited to the U.S., and we’re likely to see other countries
across the world seek to replicate this technique and open
up alternative bands to deliver connectivity at a lower cost.
With 5G tests and trials being announced across the globe,
fixed wireless will undoubtedly play an important role in
the commercial roll-out of the technology. By carefully
deploying and comparing different models, we’re now
able to witness the impact of different spectrum in varying
deployment environments, applications, and resulting
costs. With the licenced mmWave spectrum falling short
in terms of cost and usability, operators must consider the
use of the sub-6GHz spectrum, which can reliably deliver
connectivity in built-up areas. With continued trialing of
technologies and methods, we are closer than ever to an
efficient 5G infrastructure that can serve all environments
on a global scale.

Google is actively conducting experiments in this 3.5GHz
band in up to 24 areas in the U.S., and preparing for the new
SAS spectrum-sharing database to go live in early 2017.
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Telecom
Industry
News
By: Jim Schakenbach

The New Year got off to a strong start with a number of

developments on all industry fronts – from connectivity
to security and the ongoing development of 5G wireless
technology.

Advances in connectivity
Newer, easier, and more reliable ways to connect the user to
the network and network-to-network represented a sizable
portion of this month’s news.
Fibercom announced the availability of the world’s first
LTE Cat 9 M-2 module with global industrial and carrier
certifications, including over 10 carrier certifications, over 35
regulatory certs, and field tests with over 70 carriers across
20 countries.
Linksys launched its new combination router range extender,
access point, and bridge device. The company claims it is
the first Tri-Band modular Wi-Fi system that can be installed
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in various mesh configurations providing fast and reliable
Wi-Fi to the edge of a home network with 100 percent of the
speed.
NimbeLink announced the launch of its Skywire LTE
Category M1 (LTE-M) modem designed to fully utilize the
Verizon 4G LTE network for IoT and M2M applications. The
company has posted design files product developers can use
to plan cellular access for IoT products. Designed specifically
for Internet of Things (IoT) and machine-to-machine (M2M)
applications, Skywire LTE-M modems will make full use of
the capabilities of Verizon’s 4G LTE cellular network.
Verizon claimed this month that it has successfully
demonstrated the use of different vendor equipment at
the CSP and customer ends of a passive optical network,
completing what it believes is the first interoperability trial
of NG-PON2 (next generation passive optical network)
technology at its Verizon Labs location in Waltham, Mass.
The trial demonstrated that equipment from different vendors

on either end of a single fiber -- at the service provider’s
endpoint and at the customer’s endpoint -- can be used to
deliver service without impacting the end user. Until now,
equipment from the same vendor had to be used on both
endpoints.
Carrier-neutral fronthaul fiber provider ZenFi and telecom
service provider Cross River Fiber announced they are
teaming up to offer an online platform that streamlines
the ordering of network-to-network metro cross-connects
between data centers. Together, the companies are launching
zXc (ZenCross Connect), a self-service platform enabling
automated purchase and configuration of interbuilding and
interstate network cross-connects. Leveraging a robust
fiber-optic network, zXc offers a streamlined portal for
ordering bandwidth between data centers and colocation
facilities in the New York/New Jersey metro area, making
interconnections simple and easy to procure.
This month, Ixia announced it has successfully demonstrated
400 Gigabit Ethernet (GbE) technology designed to support
the persistent growth in global bandwidth demand and IP
traffic that is expected to increase 3X over the next 5 years.
The first-of-its-kind live demonstration was delivered to key
members of the 400 GbE ecosystem including a variety of
end-users, as well as network equipment, chip, and optics
manufacturers. Attendees were provided with a first-hand
view into Ixia’s ability to integrate new and existing solutions,
including PAM-4 (the most scalable multi-level signaling
protocol for next-generation line rate), with the company’s
advanced 400 GbE technology to address the growing
bandwidth requirements of expanding hyperscale data
centers.
To ensure that momentum is maintained for the development
of innovative connectivity solutions, Carnegie Technology
this month announced the launch of Carnegie Labs, a new
research and development division Carnegie Labs which
will be focusing on developing new technologies for global
wireless access and connectivity.

The need for speed
One central facet of this month’s technological advances is
the need for speed, with companies focused on increasing
speed throughout the communications ecosystem – from
networks to connections to the devices that take advantage
of it all.
Nokia and T-Mobile this month achieved LTE speeds near
1 Gbps in a demonstration using Nokia’s deployed 4.5G Pro

Security and protection from
cyberattack, identity theft, privacy
breaches, and general intrusion
continue to top the news.

technology. The demonstration, conducted at T-Mobile’s
lab in Bellevue, Washington, encompassed technologies
currently live in the operator’s network, including carrier
aggregation, 256 QAM (Quadrature Amplitude Modulation)
and 4x4 MIMO (Multiple Input and Multiple Output) on
Nokia’s commercially available radio access hardware.
With Category 16 (Cat 16) capable devices becoming
commercially available early this year, the solution enables
an even faster network for T-Mobile. Currently, the network
provides speeds up to 400 Mbps.
Verizon announced the launch of a new broadband service
that provides instant Internet connections with equal
upload and download speeds for customers with a number
of connected devices. The new Fios Instant Internet’s
750/750 Mbps symmetrical speeds will be available to nearly
seven million homes and businesses in greater New York
City / northern New Jersey, Philadelphia and Richmond, with
more to follow later this year.
EXFO Inc. unveiled a new optical short link characterization
solution that it claims is five times faster than currently
available software and will accurately test link loss, length,
and high-level link mapping in under 10 seconds per fiber.
Fast Short Link is a new feature of EXFO’s iOLM software
driving its line of OTDRs to optimal performance through
automation and intelligent diagnostics. Fast Short Link
is designed for applications such as data centers, FTTA,
Enterprise LAN/WAN and for any other high count of short
links.

Security: Staying ahead of cyberthreats
Security and protection from cyberattack, identity theft,
privacy breaches, and general intrusion continue to top the
news. Advances in policy and products continue to try to
keep pace with current and emerging threats.
ETNO and GSMA Europe this month called on the European
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Commission to revise its new e-privacy regulation to make
it more customer-friendly and innovation-ready so telcos can
provide faster, more innovative consumer services. The call
was in response to the European Commission’s Proposal
for a Regulation on e-Privacy which is intended to replace
Directive 2002/58/EC and add to the existing General Data
Protection Regulation (GDPR). ETNO and GSMA Europe
stated they recognize the European Commission’s goal to
protect the confidentiality of electronic communications
and establish a harmonized framework for electronic
communications data but want to ensure it allows a positive
customer experience and supports innovation for telco
operators.
CyberGhost VPN announced the launch of an Android
native core VPN service for a seamless mobile connectivity
and cybersecurity subscriber experience. The new Android
app is designed to adapt to various use scenarios such as
unblocking streaming services, protecting and encrypting
any connection while on public WiFi’s, and offering enhanced
anonymity for privacy-concerned users.
A new report by Juniper Research released in January
predicts that the vast scale of embedded connectivity related
to the Internet of Things (IoT) will lead to an unmanageable
cybersecurity risk created by botnets. Juniper’s latest study,
Internet of Things for Security Providers: Opportunities,
Strategies, & Market Leaders 2016-2021, found that recent
IoT botnets will prove merely to be the tip of the cybersecurity
iceberg. Botnets were uncovered as a key factor in the largest
DDoS (distributed denial-of-service) attack ever recorded
last year.
Hortonworks, Inc. announced an open source technology
collaboration with Neustar, Inc. to create powerful, businessfriendly security and identity management tools for IoT
devices. Hortonworks’ connected data platforms enable
Neustar to extend its OneID identity management to the
open source community, utilizing Hortonworks Data Platform
(HDP) and Hortonworks Data Flow (HDF), to enable the
development of new industry-leading identity management
and security solutions for IoT devices.
The first year-long robocall study has been completed by
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the YouMail Robocall Index and the numbers are staggering
-- two and a half billion monthly robocalls, that works out to
80 million calls per day and 921 calls per second.
Given the staggering robocall numbers, it’s no surprise that
robocalling topped the list of worst nuisance calls. The
YouGov survey released this month reveals the five top
nuisance calls received by nine out of ten consumers in
2016 with robocalls heading the list, followed by credit card/
loan arrangers, charitable causes, telephone/long distance
providers, and last, lottery/sweepstakes providers.

5G gains momentum
The drive to increase bandwidth and boost ultra-fast internet
access is continuing to push 5G development to meet the
growing demand for content-rich data traffic. AT&T this
month announced its 5G Evolution plans for 2017 and
beyond, and highlighted its other initiatives to expand and
enhance ultra-fast internet access for millions of customers.
The carrier claimed data on its mobile network has increased
about 250,000% since 2007, and the majority of that traffic
is video. 5G promises greater speed and overall network
performance for the Internet of Things, 4K video, augmented
and virtual reality, smart home and cities, autonomous
vehicles and more.
The push for 5G is being felt worldwide. Turkcell, in
cooperation with Ericsson, has completed Turkey’s first
ever 5G test, reaching speeds of 24.7 Gbps on the 15GHz
band and representing one of the first 5G tests in the world.
The CEA Tech Leti research institute has been granted a
six-month license from Arcep, France’s telecommunications
regulatory agency, to run a field trial with multiservice
transmission at 3.5 GHz TDD band with 40MHz bandwidth.
3.5GHz might be the first carrier frequency that will be
released for 5G. Leti will deploy a 5G framework on the
MINATEC campus in Grenoble to demonstrate a new
post-OFDM (orthogonal frequency-division multiplexing)
multicarrier waveform.
5G represents more than just the next stage of wireless
communications, it also represents a potential economic
bonanza. A CTIA-commissioned analysis by Accenture
Strategy released this month estimates 5G may yield a US
GDP boost of $500 billion and provide three million new
jobs along with savings and benefits to local communities
in excess of $160 billion. Accenture Strategy’s analysis
estimates that wireless operators will invest as much as $275
billion nationwide over seven years as they build out 5G.
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